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Key Features

- Learn wireless penetration testing with Kali Linux, the latest iteration of Backtrack

- Detect hidden wireless networks and discover their names

- Explore advanced Wi-Fi hacking techniques including rogue access point hosting and probe sniffing

- Develop your encryption cracking skills and gain an insight into the methods used by attackers and the
underlying technol ogies that facilitate these attacks

Book Description

As wireless networks become ubiquitous in our lives, wireless penetration testing has become akey skill in
the repertoire of the professional penetration tester. The Kali Linux security distribution comes with amyriad
of tools used for networking attacks and detecting security loopholes.

Kali Linux Wireless Penetration Testing Beginner's Guide presents wireless pentesting from the ground up,
introducing all elements of penetration testing with each new technology. Learn various wireless testing
methodologies by example, from the basics of wireless routing and encryption through to detailed coverage
of hacking methods and attacks such as the Hirte and Caffe Latte.

What you will learn

- Create awirelesslab for your experiments

- Sniff out wireless packets and hidden networks

- Capture and crack WPA-2 keys

- Discover hidden SSIDs

- Explore the ins and outs of wireless technologies

- Sniff probe requests and track users through SSID history
- Attack radius authentication systems

- Sniff wirelesstraffic and collect interesting data

- Decrypt encrypted traffic with stolen keys

About the Authors

Vivek Ramachandran has been working in Wireless Security since 2003. He discovered the Caffe Latte
attack and also broke WEP Cloaking, a WEP protection schema, publicly in 2007 at DEF CON. In 2011, he
was the first to demonstrate how malware could use Wi-Fi to create backdoors, worms, and even botnets.
Earlier, he was one of the programmers of the 802.1x protocol and Port Security in Cisco's 6500 Catalyst
series of switches and was also one of the winners of the Microsoft Security Shootout contest held in India
among a reported 65,000 participants. He is best known in the hacker community as the founder of

Security Tube.net, where he routinely posts videos on Wi-Fi Security and exploitation techniques.

Cameron Buchanan is an experienced penetration tester, having worked in a huge range of industries. Heis
also the author of Packt'sKali Linux CTF Blueprints.
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From reader reviews:
Adrian Woodson:

Here thing why that Kali Linux: Wireless Penetration Testing Beginner's Guide are different and reputable to
be yours. First of al looking at a book is good nonetheless it depends in the content of the usb portswhichis
the content is as yummy as food or not. Kali Linux: Wireless Penetration Testing Beginner's Guide giving
you information deeper and in different ways, you can find any guide out there but there is no book that
similar with Kali Linux: Wireless Penetration Testing Beginner's Guide. It gives you thrill studying journey,
its open up your own eyes about the thing that will happened in the world which is might be can be happened
around you. It is possible to bring everywhere like in park your car, café, or even in your means home by
train. If you are having difficultiesin bringing the imprinted book maybe the form of Kali Linux: Wireless
Penetration Testing Beginner's Guide in e-book can be your aternative.

John Kirk:

Often the book Kali Linux: Wireless Penetration Testing Beginner's Guide has alot details on it. So when
you read this book you can get alot of gain. The book was written by the very famous author. The writer

makes some research just before write this book. That book very easy to read you can get the point easily
after looking over this book.

Robert Banks:

Playing with family inside a park, coming to see the water world or hanging out with buddies is thing that
usually you have done when you have spare time, in that case why you don't try point that really opposite
from that. One particular activity that make you not sensation tired but still relaxing, trilling like on roller
coaster you aready been ride on and with addition info. Even you love Kali Linux: Wireless Penetration
Testing Beginner's Guide, you are able to enjoy both. It is good combination right, you still need to missit?
What kind of hangout type isit? Oh can occur its mind hangout people. What? Still don't get it, oh come on
itsidentified as reading friends.

Deanna M ar cantd!:

As a college student exactly feel bored to be ableto reading. If their teacher requested them to go to the
library as well asto make summary for some guide, they are complained. Just very little students that has
reading'sinternal or real their passion. They just do what the teacher want, like asked to the library. They go
to generally there but nothing reading seriously. Any students feel that looking at is not important, boring as
well as can't see colorful images on there. Yeah, it is to become complicated. Book is very important for you.
Aswe know that on this period, many ways to get whatever we really wish for. Likewise word says, ways to
reach Chinese's country. Therefore, thisKali Linux: Wireless Penetration Testing Beginner's Guide can
make you truly feel more interested to read.
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